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Project Details

Code: https://etherscan.io/address/0xb7f7f6c52f2e2fdb1963eab30438024864c313f6#code

Project details:
o https://wrappedpunks.com/
o Wrapper on Cryptopunks to ERC721
m  "Wrapped Cryptopunks", "WPUNKS"
o Second Rank on OpenSea



https://diligence.consensys.net/
https://etherscan.io/address/0xb7f7f6c52f2e2fdb1963eab30438024864c313f6#code
https://wrappedpunks.com/
https://github.com/larvalabs/cryptopunks
https://opensea.io/collection/wrapped-cryptopunks

Diligence

Goals

As the project is getting traction, the dev team would like to review the code to make sure there are no security issues
After the review, if nothing is found, the dev team would like to renounce the ownership of the contract
Any attack surface, can anything put the PUNKSs at risk.
o Approval
o Transfer
o Does the proxy work as intended?
Verify OZ implementations

Review

General

e The code is not complex, and uses many of the open source code for its core functionality (See Observations)
e No documentation is available for the codebase other than inline comments
e No test suite is available at the time of the spot check

Observations
e The main ERC721 functionality is using OpenZeppelin implementation (7d7cbcad):
o Pausable
o SafeMath
o Strings
o ERC721

m ERC721Enumerable
m ERC721Metadata
m ERC721Full

ERC165

Ownable

Interfaces

e It should be enforced to prevent token transfer to the WrappedPunk contract itself. As the contract is live on the mainnet, it can only be
done through the user interface (Ul).
TransferFrom does proper checks for ownership and approval before finalizing the transfer
Proper checks in registerProxy() prevents in-transfer tokens getting stuck on the proxy address (enforcing one proxy per address)

Owner Capabilities

e Set BaseURI
o In case owner is renounced, the BaseURI can not be changed on the contract (current URI:
https://wrappedpunks.com:3000/api/punks/metadata/)

e Pause & Unpause the contract. Which pauses the following functionalities:
o Mint
o Bumn
o TransferFrom

e Ownership
o Transfer Ownership
o Renounce Ownership (owner = address(0))

UserProxy Contract

e On transfer, the contract expects punkContract to return a boolean, however the implementation of punkContract.transferPunk() does
not return any value. As transferPunk() either throws an exception or runs successfully, this is not an issue.

e Owner of each UserProxy is the WrappedPunk contract, this handles the token transfers properly



https://diligence.consensys.net/
https://github.com/OpenZeppelin/openzeppelin-contracts/commit/7d7cbcad14aa17b0202f67e7d8d619f1687c94a6
https://wrappedpunks.com:3000/api/punks/metadata/
https://etherscan.io/address/0xb47e3cd837ddf8e4c57f05d70ab865de6e193bbb#code
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